. POLICY ADA-D
Data and ReCOdePO“Cy Responsible Executive:
Provost

Responsible Office:

Disclosure ofEducation Office of the Provost
Issued7.1.21

UnlverSIty Of Da”as Records Revised: n/a

1. PURPOSE

This Policy guides the University of Dallas in the disclosure of education reanddpersonally identifiable
information derived from such recordghis Policy is intended as part of the University’s compliance with 34
C.F.R. Part 99 (Family Educational Rights and Privacy Act), Subpg§B9.30-39).

2. DISCLOSURE OF EDUCATION RECORDS

2.1. Permissive disclosureThis Policy does not require the University to disclose education records or
information from education records to any party, except as explicitly stated (e.g., Sections 3.2, 7.1.1
and 9.5). This Policy does not limit any rights of access to education
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3.3.2. Indicates such person’s approval of the information contained in the electronic consent.

4. DISCLOSURE TO UNIVERSITY OFFICIALS
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5.2.1.3. The period of time within which a student has to notify the University in writing that
he or she does not want any or all of those types of information about the studer
designated as directory information.

5.2.2.  Former students. The University may disclose directory information about former students
without complying with the notice and opt out conditions in Seckion
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7.2.1.2. The Attorney General of the United States;
7.2.1.3. The Secretary; or
7.2.1.4. State and local educational authorities.

7.2.2. Purpose of disclosure Authorized representatives of the officials or agencies headed by
officials listed in Section 7.2.1 ohis Policy may have access to education records in
connection with an audn aary;r
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7.4.1.

7.4.2.

Allowed to be reported or disclosed pursuant to State statute adopted before November 1
1974, if the allowed reporting or disclosure concerns the juvenile justice system and th
system’s ability to effectively serve the student whose records are released; or

Allowed to be reported or disclosed pursuant to State statute adopted after November 19, 19
subject to the following requirement

7.4.2.1.

71.4.2.2.

The reporting or disclosure allowed by State statute concerns the juvenile justice
system and the system’s ability to effectivekerve, prior to adjudication, the student
whose records are released; and

The officials and authorities to whom the records are disclosed certify in writing to the
University that the information will not be disclosed to any other party, except as
provided under State law, without the prior written consent of the parent of the student

7.5. Research to benefit education[34 C.F.R. 89.31(a)(6).

7.5.1.  The disclosure is to organizations condugtstudies for, or on behalf of, educational agencies
or institutions to:
7.5.1.1. Develop, validate, or administer predictive tests;
7.5.1.2. Administer student aid programs; or
7.5.1.3. Improve instruction.
7.5.2.  The University maydisclose personally identifiable information under Section 7.5.1 of this
Policy only if -
7.5.2.1. It appears that the study will be conducted in a manner that does not permit person
identification of parents and students by individuals other than representatives of th
organization that have legitimate interests in the information;
7.5.2.2. It appears that the information will e#estroyed when no longer needed for the
purposes for which the study was conducted; and
7.5.2.3. The University enters into a written agreement withdhganization that -
7.5.2.3.1. Specifies the purpose, scope, and duration of the study or studies and th
information to be disclosed,;
7.5.2.3.2. Requires the organization to use personally identifiable information from
education records only to meet the purpose or purposes of the study as stated
the written agreement;
7.5.2.3.3. Requires the organization to conduct the study in a manner that does not perm
personal identification of parents and studeats defined in this Policyyy
anyone other than representatives of the orgdiniz with legitimate interests;
and
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7.5.2.3.4. Requires the organization to destroy all personally identifiable information
when the information is no longer needed for the purposes for which the study
was conducted and specifies the time period in which the infanmaust be
destroyed.

7.5.3.  The University’s disclosure of information does not constitute agreemenvmgtidorsement
of the conclusions or results of the study.

7.5.4.  For purposes of Section 70bthis Policy, the term organization includes, but is not limited to,
Federal, State, and local agencies, and independent organizations.

7.6. Accreditation. [34 C.F.R. § 99.31(a)(F)The disclosure is to accrediting organizations to carry out
their accreding functions.

7.7. Parents of a dependent studenf34 C.F.R. § 99.31(a)(8)The disclosure is to parents of a dependent
student.

7.8. Court order or subpoena.[34 C.F.R. 89.31(a)(9). The disclosure is to comply with a judicial order
or lawfully issued subpoena.

7.8.1.  The University will make a reasonable effort to notify the student or the order or subpoena i
advance of compliance, unless the disclosure is in compliance with -
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7.11.1.1. The student is an alleged perpetrator of a crime of violence diontible sex offense;
and

7.11.1.2. With respect to the allegation made against him or her, the student has committed
violation of the University’s rules or policies.

7.11.2. The University will not disclose the name of any other student, including a victim or witness,
without theprior written consent of the other student.

7.11.3. This section applies only to disciplinary proceedings in which the final results were reache:
on or after October 7, 1998.

7.12. Drug and alcohol violations. [34 C.F.R. 89.31(a)(15) The disclosure is to a parent of a student at
the University regarding the student’s violation of any Federal, State, or local law, or of any rule c
policy of the University, governing the use or possession of alcohol or a controlled substance if -

7.12.1. The University determines that the student has committed a disciplinary violation with respec
to that use or possession; and

7.12.2. The student is under the age of 21 at the time of the disclosure to the parent.

7.13. Disclosures ofsex offenders[34 C.F.R. § 99.31(a)(1p)The disclosure concerns sex offenders and
other individuals required to register undbe Jacob Wetterling, Megan Nicole Kanka, and Pam
Lychner Sex Offender Registration and Notification Program, 34 U.S2ZD983 and applicable

federal guidelines.

8. REDISCLOSURE LIMITAT IONS

When the University discloses personally identifiable information from an education record pursuant tg Sectic
4, 5, or 7 of this Policy, it is on the condition that the party to whom the information is disclosed will not disclos
the information to any other party without the prior consent of the student. [34 C.F.R.§ 99.33

8.1. Use of disclosed informationThe officers, employees, and agents of a party that receives information
underSectiors 4, 5, or 7 of this Policy may use the information, but only for the purposes for which
the disclosure was made.

8.2. Intent of disclosure.
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8.2.2.2. One of the authorities, officials, or agencies listed in Segti@ri of this Policy has
complied with 34 C.F.R. § 99.32(b)(2)

8.3. Exceptions to redisclosure limitations.Section 8 of this Policy does not apply to disclosures under
the following circumstances:

8.3.1.  Disclosures to parents of a dependent student (Section 7.7);

8.3.2. Disclosures pursuant to couwrder or subpoena (Section 7.8);

8.3.3. Disclosures of directory information (Section 5);

8.3.4.  Disclosures to the student (Policy ABB\— Student Right of Access to Education Records);
8.3.5.  Disclosures in connection with certain disciplinary proceedings (Section 7ntil); a

8.3.6.  Disclosures relating to drug and alcohol violations (Section 7.12).

8.4. Notice of redisclosure limitations.The University will inform a party to whom disclosure is made of
the redisclosure limitations in 34 C.F.R. § 99.33(a)ess the party is exempted from the redisclosure
limitations under Section 8.3 of this Policy.

9. RECORDKEEPING CONCERNING REQUESTS AND DISCLOSURES

The University will maintain a record of each request for access to and each disclosure of personally identifia
information from the education records of each student, as well as the names of State and local educati
authorities and Federal officials and agencies liste®antion7.2.1 of this Policy that may makerther
disclosures of personally identifiable information from the student’s education records without consent under
C.F.R. 8 99.33(bjSection 8.2 of this Policy). [34 C.F.R. 8§ 99.32

9.1. Retention period. The University will maintain the record with the education records of the student
as long as the records are maintained.

9.1.1. The Office of Institutional Effectiveness, in collaaton with the Compliance Officer, is
responsible for maintaining the record of requests and disclosures required by Section 9 of tf
Policy.

9.2. Contents.For each request or disclosptiee record must include:

9.2.1. The parties who have requested or receivedgmally identifiable information from the
education records; and

9.2.2. The legitimate interest§for records or personally identifiable information disclosdt)
parties had in requesting or obtaining the information.

9.3. Health and safety emergencylhe Universitywill record the following information when it discloses
personally identifiable information from education records under the health or safety emergenc
exception in Section 7.9 of this Policy:
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9.3.1. The articulable and significant threat to the health or safietystudent or other individuals
that formed the basis for the disclosure; and

9.3.2.  The parties to whom the University disclosed the information.
9.4. Governmental authorities and officials.

9.4.1. If the University discloses personally identifiable information from education records with the
understanding authorized under Section 8.2 of this Policy, the record of the disclosure require
under this section must include:

9.4.1.1. The names of the additional parties to which the receiving party may disclose the
information on behdlof the University; and

9.4.1.2. The legitimate interests under this Policy which each of the additional parties has ir
requesting or obtaining the information.

9.4.2.  The University’s disclosure will also request that the authority or official to whom the
disclosure is made provide the University with any copy of any further disclosures of tha
information that are made by the authority or official.

9.4.2.1. Any record of further disclosures will be maintained with the record of the disclosure
made by the University.

9.5. Right to inspect. The following parties may inspect the record relating to each student:
9.5.1.  The student.

9.5.2.  The University official or his or her assistants who are responsible for the custody of the
records.

9.5.3. Those parties authorized in Section 4 and Sectionfaf.2he purposes of auditing the
9.5. recordkeeping procedures of the University.
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10.1. “Alleged perpetrator of a crime of violence”means a student who is alleged to have committed acts
that would, if proven, constitute any of the following offenses or attempts to commit the following
offensesArson, assault offenses, burglary, criminal homieidenslaughter by negligence, criminal
homicide -
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10.3.1. Attendance in peson or by paper correspondence, videoconference, satellite, Internet, or othe

electronic information and telecommunications technologies for students who are no
physically present in the classroom; and

10.3.2. The period during which a person is working undemwak-study program.
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cannot be used to gain access to education records except when used in conjuncti
with one or more factors that authenticate the user’s identity, such as a person:
identification number (PIN), password or other factor known or possessed only by the
authorized user; and

10.9.3.2. A student ID number or other unique personal identifier that is displayed on a studen
ID badge, but only if the identifier cannot be used to gatessto education records
except when used in conjunction with one or more factors that authenticate the user
identity, such as a PIN, password, or other factor known or possessed only by th
authorized user.

10.10. “Disciplinary action or proceeding” means theinvestigation, adjudication, or imposition of
sanctions by the University with respect to an infraction or violation of the internal rules of conduc
applicable to students of the University.

10.11. “Disclosure” means to permit access to or the release, tramsfether communication of personally
identifiable information contained in education records by any means, including oral, written, o
electronic means, to any party except the party identified as the party that provided or created t
record.

10.12. “Education records” means
10.12.1. General definition. Those records that are —
10.12.1.1. Directly related to a student; and
10.12.1.2. Maintained by the University or by a party acting for the University.
10.12.2. Exclusions. Education records does not include —

10.12.2.1. Records that are kept in the sole possession of the maker, are used only as a persc
memory aid, and are not accessible or revealed to any other person except a tempor:
substitute for the maker of the record.

10.12.2.2. Records of a law enforcement unit of the University.
10.12.2.3. Records relating to amdividual who is employed by the University that —
10.12.2.3.1. Are made and maintained in the normal course of business;

10.12.2.3.2.Relate exclusively to the individual in that individual's capacity as an
employee; and

10.12.2.3.3. Are not available for use for any other purpose.

10.12.2.3.3.1Records relating to an individual in attendance at the University who is
employed as a result of his or her status as a student are educatiol
records and not excepted under Section 10.12fat8s Policy.
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10.17.5. Other indirect identifiers, such as the student’s date of birth, place of birth, and mother’

maiden name;

10.17.6. Other information that, alone or in combination, is linked or linkable to a specific student tha

would allow a reasonable person in the school community, who miatekave personal
knowledge of the relevant circumstances, to identify the student with reasonable certainty; o

10.17.7. Information requested by a person who the University reasonably believes knows the identi

10.18.

10.19.

10
10
10

10

10.20.

10.21.

of the student to whom the education record relates

“Record” means any information recorded in any way, including, but not limited to, handwriting,
print, computer media, video or audio tape, film, microfilm, and microfiche.

“Records of a law enforcement unit’means those records, files, documents, alnel shaterials that
are —

.19.1. Created by a law enforcement unit;

.19.2. Created for a law enforcement purpose; and

.19.3. Maintained by the law enforcement unit.

.19.4. Records of a law enforcement unit does not include —

10.19.4.1. Records created by a law enforcement unit for a law esrioeat purpose that are
maintained by a component of the University other than the law enforcement unit; or

10.19.4.2. Records created and maintained by a law enforcement unit exclusively foannon
enforcement purpose, such as a disciplinary action or proceealiyicted by the
University.

“Sanction imposed” means a description of the disciplinary action taken by the institution, the date
of its imposition, and its duration.

“Secretary” means the Secretary of the U.S. Department of Education or an official ayee uoif
the Department of Education acting for the Secretary under a delegation of authority.

10.22. “Student,” except as otherwise specifically provided in this Policy, means any individual who is or
has been in attendance at the University and regarding whom the University maintains educati
records.

10.23. “University” and “the University” mean the University of Dallas.

10.24. “University official” means —

10.24.1. A person employed by the University in an administrative, supervisory, academic, research,
support staff position (including law enforcement unit personnel and health center an
counseling center staff);
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13.POLICY ENFORCEMENT

Enforcement The Office of General Counse¢heOffice of the Provostr the Office of
Institutional Effectiveness will investigate suspected violations of this
Policy, and take appropriate action in accordance with University policy.

Reporting Violations Report suspected violations of this Policyhe Office of General
Counsel the Office of the Provost, or the Office of Institutional
Effectiveness

14. RELATED DOCUMENTS

Policy or Document Web Address

Policy ADA - Data and Records https://udallas.edu/about/universitglicies/index.php
Policy - Access to University
Records

Policy ADA-S - Data and Record https://udallas.edu/about/universiglicies/index.php
Policy - Student Right of Access
to Education Records

Policy ADA
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